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–  >#"#4.:='?<#"1,%"'
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•  B,%:@<"$,%'



3 

(%*.,0<:1,%C3,1)41,%'
•  D.,E@#+"'"*4.*#0'8$*='B@$#%*C;#.)#.'4//@$:41,%"'4%0'0$"*.$E<*#0'

:,+/<1%&'
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–  >,@#'4%0'/#.+$""$,%'=4%0@$%&'

•  -%*#./.$"#'$0#%1*2'+4%4&#+#%*'"2"*#+"'5-(03;6'8#.#'
$%*.,0<:#0'*,',)#.:,+#'",+#',F'*=#'$""<#"'

•  7=#"#'G=2E.$0H'(7'"2"*#+"'4.#':,"*@2'4%0'.#I<$.#':,+/.#=#%"$)#'
J%,8@#0&#'4E,<*'*=#',.&4%$"41,%'$*"#@FK'"<:='/.,:#""#"K'
*#:=%,@,&2K'4%0'4""#*"L'

•  B,%"#I<#%*@2K'0#:$"$,%'+4J#.':4%%,*'0#:$0#'0<#'*,'*=#'0$)#."#'
%4*<.#',F'*=$"'*#:=%,@,&2'4%0'*=#'$+/4:*"',%'*=#',.&4%$"41,%'
$*"#@F'
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;#:<.$*26'(%)#"*+#%*"'

own representation based  
on  [Walter and Spitta (2004)] 
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?,':/-+!

+ Completely o Partially - No fulfilment Fulfilment of Prerequisites: 

[own representation] 

- •  Still no complete 
solution for the data 
aggregation 

•  Focus on the 
strategic level of 
decision  making 

•  Very generalised 
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>#"#4.:='?<#"1,%'

•  ;#&.#&4*#0'$%*,'R'"<EMI<#"1,%"S'
–  T=$:='4.#'*=#'+#*=,0"'*=4*':4%'E#'<"#0'*,'4""#""'$%)#"*+#%*"'$%*,'

-(03U'

–  T=$:='+#*=,0"'4.#'4//@$#0'$%'/.4:1:#'5#L&L'$%'*=#':,./,.4*#'V#@0'F,.'
0#:$"$,%'"<//,.*6'4%0'8=4*'4.#'*=#$.'"=,.*:,+$%&"U'

–  T=4*'4.#'*=#'4:*<4@'.#I<$.#+#%*"'4%0'/.,/#.1#"'%##0#0'*,'4""#""'
$%)#"*+#%*"'$%*,'-(03'$%',.0#.'*,'400.#""'*=#'"=,.*:,+$%&"U'

–  W,8':4%'*=#"#'.#I<$.#+#%*"'4%0'/.,/#.1#"'E#'4//@$#0'$%*,'4'0#:$"$,%'
"<//,.*'$%"*.<+#%*'F,.'*=#'4""#""+#%*',F'-(03'4%0'=,8':4%'*=#'
+,0#@C+#*=,0'E#'#)4@<4*#0U'

How can the decision making process 
concerning investments into EIdM be 

supported? 
“ ” 
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•  791*0&+*$/0*5O';,X84.#'"2"*#+"'*=4*'=#@/'*,'F4:$@$*4*#',%#',.'+,.#',F'*=#'
R'!"S'"<*=,.$"41,%K'"<*=#%1:41,%K'"0+$%$"*.41,%K'4%0'"<0$*'

•  4,#:0/5/1&#*5O'B@<"*#.',F'0$O#.#%*'*#:=%,@,&$#"K'
–  ;$%&@#C>#0<:#0';$&%MY%K'3#*4'9$.#:*,.$#"K'DZ(K'!::#""'34%4&#+#%*';2"*#+"'

–  !'-(03'$"'4'F.4+#8,.J',F'0$O#.#%*'*#:=%,@,&$#"K'%,*'4'"/#:$V:'/.,0<:*K'*=4*'
"#.)#"',%'*=#'5(7M6'$%F.4"*.<:*<.#'@#)#@',F'4%',.&4%$"41,%L'

•  P/*5+O'!+,%&"*'4')4.$#*2',F'0.$)$%&'F4:*,."'4%0'.#4",%"'F,.'$%*.,0<:$%&'
-(03'$%*,'4%',.&4%$"41,%'
–  D.$+4.2S'E<"$%#""M.#@4*#0'&,4@"K':,+/@$4%:#'&,4@"'

–  ;#:,%04.2S'.$"J'+4%4&#+#%*'C'(7'"#:<.$*2'&,4@"K'%#8'E<"$%#""',//,.*<%$1#"'

! 7=#'&,4@"'$*"#@F'4.#'%,*'+<*<4@@2'#A:@<"$)#'['=,8#)#.K'*=#.#'4.#',)#.@4/"L'

•  !'-(03'/.,\#:*"'4.#'%,'#%0"'$%'*=#+"#@)#"'"''
7=#2'4.#'$%*.,0<:#0'*,',E*4$%'4'"/#:$V:'&,4@L'
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-(03'$%']<"$%#""'D.,:#""#"'

Users 

Apps & 
Services 

Assets 
(DB, Resources, etc.) 

Access & Policy 
Services 

User 
Services 

Identity Data 
Services 

Data Storage 
Services 

AAAA 

• Web SSO 
• ESSO 

• Federation 
• Policy Enforcement 

• Account Provisioning 
• Self Service 

• Password Mgmt 
• Delegate Admin 

• Audit & Compliance 

• Synchronisation &  
 Reconciliation 
• Virtualisation & 
 Transformation   

• Identity & 
 Authentication Data 

• Policy &  
 Authorisation Data 

• Audit & 
 Compliance Data  

Org. IT Architecture EIdM 

Processes (Supporting & Business) 

Process Chain 
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…if it only was easy… 

(c
) 2

00
7 

G
en

er
ic

IA
M

 

10 

D.#@$+$%4.2'!""#""+#%*S'

;,^'T=4*_"'*=#'D.,E@#+U'
•  MA-?!;9/Q,#'+!*9,!#/D;5,RO!

–  -(03'$"'4%'4.:=$*#:*<.4@'(7'E<$@0$%&'E@,:JK',O#.$%&'4':,++<%$:41,%'
$%F.4"*.<:*<.#'F,.'*=#'GR!"H'E#*8##%'0$O#.#%*'"2"*#+"C"#.)$:#"'4%0'
*=#'+4%4&#+#%*',F'*=#'(0M`$F#:2:@#L'

–  !@",K'-(03'$"'+,.#'/.,:#""M,.$#%*#0'*=4%'4%'$""<#',F'*#:=%,@,&2'

•  4:,(!:*%,!%*9&/=+!,N,#'+!/0!':,!/91*0&+*$/0O!
–  D.,:#""#"K'/#,/@#K'/,@$1:"K'a/.$:#b^'
–  9#.$)41,%',F'*=#',/1+4@'@#)#@',F'$%)#"*+#%*'$%*,'(;'"#:<.$*2'$"'0$c:<@*'

•  "%*&5*I5,!,%*5=*$/0!*;;9/*#:,+!6/9!A4!*0-!A4!+,#=9&'(!&0%,+'D,0'+!
*9,!'/!0*99/8O!
–  d,'4//.,4:='$"'2#*':4/4E@#',F':4/*<.$%&'*=#'/,*#%14@'E#%#V*"'F,.+'

*=#'$%*.,0<:1,%',F'-(03;'

–  94*4':,@@#:1,%'/<*"'=$&='0#+4%0"',%'0#:$"$,%'+4J#."'5=,8'*,':,@@#:*'
8=4*'04*4'4%0'8=#.#K'.#I<$.#0'4::<.4:2K':,+/4.4E$@$*2',F'.#"<@*"6''
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-A/#.*'(%*#.)$#8"S'

Y)#.)$#8'
•  ee'/#,/@#'$%*#.)$#8#0'#A/#.*"'$%'*=#'V#@0',F'$%*#&.4*,."K'

)#%0,."K'4%0'<"#."'
–  ;4+/@#S'f'$%*#&.4*,."K'g')#%0,."K'4%0'R'<"#."'

–  ]#*8##%'h'*,'ef'2#4."',F'#A/#.$#%:#'$%'*=#'V#@0',F'-(03'

•  !"#$%"$&'()**%#+,-.'F,<%041,%'F,.':,++<%$:41,%'
8$*='"=4.#0'"2+E,@"K':,%:#/*"K'4%0'*#.+$%,@,&2'4@.#402'
#A$"*#0'8$*=$%'*=#'&.,</'5:FL'W,@*#%'giijK'/L'k6L'

•  34*#.$4@'84"'4%4@2"#0K'<"$%&'*=#'?<4@$*41)#'B,%*#%*'
!%4@2"$"'F,.'0#.$)$%&'/4l#.%"'F.,+'*=#'"*4*#+#%*"'+40#'
E2'*=#'$%*#.)$#8##"L'
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-A/#.*'(%*#.)$#8S'

m,4@"'F,.'-(03'D.,\#:*"'
•  -(03'/.,\#:*"'4.#'%,'#%0"'$%'*=#+"#@)#"'"'7=#2'4.#'$%*.,0<:#0'*,'

,E*4$%'4'"/#:$V:'&,4@L'

•  !+,%&"*'4')4.$#*2',F'0.$)$%&'F4:*,."'4%0'.#4",%"'F,.'$%*.,0<:$%&'
-(03'$%*,'4%',.&4%$"41,%K'*=#'+,"*'/.#)4@#%*'4.#S'
–  D.$+4.2'&,4@"S'

•  ]<"$%#""M.#@4*#0'&,4@"'5#L&L'#c:$#%:2K'4<*,+41,%',F'/.,:#""#"K'&#%#.4@':,"*'
.#0<:1,%K'4::,<%1%&'F,.'(7':,"*"6''

•  B,+/@$4%:#'&,4@"'5:,%"*.4$%*'F,.',.&4%$"41,%"6'

–  ;#:,%04.2'&,4@"S'
•  >$"J'+4%4&#+#%*'C'(7'"#:<.$*2'&,4@"'

•  -%4E@#.'F,.'%#8'E<"$%#""',//,.*<%$1#"'

! 7=#'&,4@"'$*"#@F'4.#'%,*'+<*<4@@2'#A:@<"$)#'['=,8#)#.K'*=#.#'4.#'
,)#.@4/"L'
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-A/#.*'(%*#.)$#8S'

T=$:='4.#'*=#'D.,E@#+'P$#@0"U'
•  /0$"#+1"2)#"3'4"(,)01'

–  m,4@',F'4%'-(03'D.,\#:*'

–  ;*4J#=,@0#."'
•  ;/,%",."=$/',F'4'/.,\#:*'
•  -%F,.:#+#%*',F'4%'-(03'
/.,\#:*'$%'4%',.&4%$"41,%'

•  >#"/,%"$E$@$1#"'F,.'*=#'-(03'

–  (0#%1V:41,%',F'*,/,@,&$#"K'
.,@#"K'/#.+$""$,%"K'#*:L'5.,@#M
+$%$%&K'04*4'I<4@$*26'

–  9#@$)#.2',F'(9'04*4'
–  Z%,8@#0&#'4%0'4%4@2"$"',F'

*=#'/.,:#""#"'5-(03'4%0'
E<"$%#""6'4%0'*=#$.'+4*<.$*2'

–  D,@$1:4@'0#:$"$,%"'5F4),.#0'

)#%0,."K':=4%&#"',F'*=#',.&L'
:<@*<.#K'#*:L6'

•  5)*63&7+,-')4',&(8#+("3'
1-1,&*1'
–  W#*#.,&#%#$*2',F'*=#'
"2"*#+"'4%0'*=#'
$%F.4"*.<:*<.#'$%'4%'
,.&4%$"41,%'

–  !)4$@4E$@$*2',F'"2"*#+"'

•  /6&0"2)#"3+1"2)#')4'
60)9&(,1'

•  :&1(0+62)#'"#;'<#)=3&;$&'
">)%,',8&'+*63+("2)#')4'
?@;A'",',8&';&(+;&0B1'3&C&3'
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Senior 
Management 

External  
Integrators &  
Consultants 

D.,\#:*'>#I<$.#+#%*"'

>9/#,++!
B/#+!

791ST!C/5,!
?/-,5!

"++,'!
B/#+!

B.,""M

P<%:1,%4@'

7#4+ 
Executing Advisory 

;*#/'e' ;*#/'g' ;*#/'k'

;*#/'e' ;*#/'g' ;*#/'k'

WY9'

n"#.'e' n"#.'g'

;<E'
n"#.'gMe'

n"#.'k'

;<E'
n"#.'kMe'

!0+$%'

[own representation] 
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-A/#.*'(%*#.)$#8S'-(03'D.,\#:*'

9#:$"$,%'D.,:#""'
>9/Q,#'!

B,H0&$/0! 791*0&+*$/0!"0*5(+&+!U!B/#=D,0'*$/0! !C,V=&9,D,0'+!
B,9&%*$/0!

>9/Q,#'!
MR,#=$/0!
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Project 
Goal(s) 

Environ
ment 

Process-
Documentation 

(How?) 

;*#/'e' ;*#/'g' ;*#/'k'

;*#/'e' ;*#/'g' ;*#/'k'

Asset-
Documentation 

(What?) 

Org./Role-Model 
(Who?) 

WY9'

n"#.'e' n"#.'g'

;<E'n"#.'
gMe'

n"#.'k'

;<E'n"#.'
kMe'

!0+$%'

Fe
ed

ba
ck

 &
 A

da
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at
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n 

Reconceptualisation 
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D4.4+#*#.'B4*#&,.$#"''
Parameter 
Category 

Response 
Frequency 

Specific Topic Areas 

1 Process (N=11) •  Documentation (also as target-performance comparisons):  
o  Inventory of processes identified with regard to EIdM  
o  Number of process steps  
o  Number of process exceptions 
o  Number of media breaks in processes 

•  Ratio integrated vs. not integrated processes 
•  Target-performance comparison of the cycle time for EIdM processes 

(e.g. provisioning, change of attributes) 
•  Process maturity level (e.g. based on the capability maturity model) 

2 Monetary 
aspects 

(N=11) •  Project costs 
o  Organisational and process analysis 
o  Integration of EIdM solution and costs per integration / degree of 

customisation 
o  Costs for running the EIdMS 

•  General operational costs of the organisation currently, based on the 
actual processes – e.g. as costs per incident or costs per person 

•  Costs savings with regard to software licences, help-desk-calls, etc. 
•  Budgets 

3 Quality (N=11) •  Overall quality of the organisational documentation 
•  Quality of available ID data (e.g. as scoring) 
•  Number of variations in target-performance comparisons 
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D4.4+#*#.'B4*#&,.$#"'5:,%*_06'
Parameter 
Category 

Response 
Frequency 

Specific Topic Areas 

4 Infrastructure (N=8) •  Existing Systems 
o  Number of systems / coverage 
o  Priority/Importance of integration 
o  Number of existing platforms (operating systems) 
o  System owner 
o  Number of identified shadow-IT 
o  Number of interfaces between systems 

•  Number of users / Accounts 
o  Mapping of Users/Accounts 
o  Number of issued credentials (per user/system) 
o  Number of Software packages used per user 

5 Compliance, 
Risks, and 
Security 

(N=8) •  Documentation and assessment of risks/risk classes 
o  Costs per incident 
o  Probability of incidents 
o  Importance of affected processes 
o  Protection requirements for systems 

•  Compliance specifications 
•  Deposit of capital for compliance incidents  
•  Number of incidents 
•  Number of rules, roles, and permissions 

6 Acceptance (N=3) •  General acceptance of EIdM systems by users (surveys) 
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9#.$)#0'3,0#@'

[own representation] 

Q
uantitative 

Q
ualitative 

1 2 3 

Business Processes 

Supporting Processes 

Goals Environment Stakeholder 
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Q
uantitative 

Q
ualitative 

e' g' k'

Business Processes 

Supporting Processes 
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1 

2 3 
4 

5 

10 

6 

7 

8 9 

12 

Goals Environment Stakeholder 
14 

13 
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-(03']4@4%:#0';:,.#:4.0'
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]<$@0$%&'4'9#:$"$,%';<//,.*';2"*#+'
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D.,0<:1)$*2'

94*4'?<4@$*2'

.*+:!<5/8!

(%*#&.41,%'

`#)#@' ;2"*#+"'

(%*#&.4*#0'

!+,<%*',F'

;2"*#+"'

3#0$4'].#4J"'
B2:@#'7$+#'-(03'

D.,:#""#"'

!<*,+41,%'

`#)#@'-(03'D.,:#""#"'

(%*#&.4*#0'

!+,<%*'-(03'

D.,:#""#"''

less " decrease 

less "  
better 

More "  
decrease 

higher"  
Less  
errors 

Low " increase 

Indicators 

higher"  
reduces 

higher"  
reduces 

-A#+/@4.2'(%0$:4*,.'D4l#.%S'

(%*#&.41,%M!<*,+41,%'`#)#@''
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;<++4.2S'B,.#'>#"<@*"'o'

>#"#4.:='B,%*.$E<1,%'
•  B,.#'.#"<@*"',F'*=#'.#"#4.:=S'

–  7=#'.#"<@*'$"'4'+,0#@'5*=#'4.*#F4:*6'F,.'0#:$"$,%'+4J$%&'8=#*=#.'
,.&4%$"41,%"'"=,<@0'$%)#"*'$%*,'*=#'$%*.,0<:1,%',F'4%'-(03'
",@<1,%',.'%,*L''

•  >#"#4.:=':,%*.$E<1,%'M'#"/L'0#"$&%''
F,<%041,%"'F,.'4%4@2"$%&'-(03'/.,\#:*"S'
–  (0#%1V:41,%',F'*=#'.#@#)4%*'/.,E@#+'4.#4"'4%0'H"*<+E@$%&'

E@,:J"H'8=#%'$%*.,0<:$%&'-(03'5#L&L'.#@#)4%*'"*4J#=,@0#."K'
:,@@#:1,%',F'04*4K'4%0'*=#$.'4&&.#&41,%6L'

–  (0#%1V:41,%',F'*=#'.#@#)4%*':,%"*.<:*"'4%0'0#:$"$,%'
/4.4+#*#."'F,.'*=#'$%*.,0<:1,%',F'-(03'",@<1,%"'$%*,'4%'
,.&4%$"41,%'5T=4*'+4l#."U6L'

–  n%0#."*4%0$%&',F'*=#'$%*#.0#/#%0#%:$#"'4%0'*=#'#O#:*"'
E#*8##%'*=#':,%"*.<:*"'4%0'*=#'.#@#)4%*'0#:$"$,%'/4.4+#*#."'

[Hevner et al. (2004)] and [Gregor, S. (2006)] 
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